
Cryptography:  Information confidentiality, integrity, authenticity,
                                                                                 person identification.

Euler theorem. If gcd(z,n)=1 then

Asymmetric Encryption - Decryption
c=Enc(PuKA, m)
m=Dec(PrKA, c)

Asymmetric Signing - Verification

Sign(PrKA, m) = ϭ = (r, s)

V=Ver(PuKA, m, ϭ), V{True, False}  {1, 0}

Message m < p

m
m < p

m
m < p
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RSA Cryptosystem:
Euler totient function φ(n): defines number of numbers z less than n that gcd(z,n)=1.

φ(n) = φ ≡ fy.

If n=p*q where p,q-primes then φ(n) = φ = (p-1)*(q-1) ≡ fy.

Let n=3*5=15 --> φ(n) = φ = (3-1)*(5-1) = 2*4 = 8 ≡ fy.

>> gcd(1,15) = 1
>> gcd(2,15) = 1
>> gcd(3,15) = ?
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Multiplication 
Tab.  Z15

* 1 2 3 4 5 6 7 8 9 10 11 12 13 14

1 1 2 3 4 5 6 7 8 9 10 11 12 13 14

2 2 4 6 8 10 12 14 1 3 5 7 9 11 13

3 3 6 9 12 0 3 6 9 12 0 3 6 9 12

4 4 8 12 1 5 9 13 2 6 10 14 3 7 11

5 5 10 0 5 10 0 5 10 0 5 10 0 5 10

6 6 12 3 9 0 6 12 3 9 0 6 12 3 9

7 7 14 6 13 5 12 4 11 3 10 2 9 1 8

8 8 1 9 2 10 3 11 4 12 5 13 6 14 7

9 9 3 12 6 0 9 3 12 6 0 9 3 12 6

10 10 5 0 10 5 0 10 5 0 10 5 0 10 5

11 11 7 3 14 10 6 2 13 9 5 1 12 8 4

12 12 9 6 3 0 12 9 6 3 0 12 9 6 3

13 13 11 9 7 5 3 1 14 12 10 8 6 4 2

14 14 13 12 11 10 9 8 7 6 5 4 3 2 1

Exp.
Tab.  
Z15

^ 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

2 1 2 4 8 1 2 4 8 1 2 4 8 1 2 4

3 1 3 9 12 6 3 9 12 6 3 9 12 6 3 9

4 1 4 1 4 1 4 1 4 1 4 1 4 1 4 1

5 1 5 10 5 10 5 10 5 10 5 10 5 10 5 10

6 1 6 6 6 6 6 6 6 6 6 6 6 6 6 6

7 1 7 4 13 1 7 4 13 1 7 4 13 1 7 4

8 1 8 4 2 1 8 4 2 1 8 4 2 1 8 4

9 1 9 6 9 6 9 6 9 6 9 6 9 6 9 6

10 1 10 10 10 10 10 10 10 10 10 10 10 10 10 10

11 1 11 1 11 1 11 1 11 1 11 1 11 1 11 1

12 1 12 9 3 6 12 9 3 6 12 9 3 6 12 9

13 1 13 4 7 1 13 4 7 1 13 4 7 1 13 4

14 1 14 1 14 1 14 1 14 1 14 1 14 1 14 1

gcd(z,n)=1
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RSA textbook encryption

RSA textbook signature

>> e=2^16+1
e = 65537
>> isprime(e)
ans = 1

Key Generation
>> p=genprime(14)
p = 11491
>> q=genprime(14)
q = 14087
>> n=p*q
n = 161873717
>> e=2^16+1
e = 65537
>> fy=(p-1)*(q-1)
fy = 161848140
>> d=mulinv(e,fy)
d = 34529513
>> mod(e*d,fy)
ans = 1

>> m=int64(111222333)
m = 111222333
>> c=mod_exp(m,e,n)
c = 51722206

>> mm=mod_exp(c,d,n)
mm = 111222333
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RSA textbook signature

RSA AKAP

>> sigma=mod_exp(m,d,n)
sigma = 149550780 >> ver=mod_exp(sigma,e,n)

ver = 111222333
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>> e=2^16+1
e = 65537
>> isprime(e)
ans = 1
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Masking

UnMasking
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E-coin properties.
1.Anonimity.
2.Untraceability.
3.Double-spending prevention. 
4.Divisibility.
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Cut and Choose

Till this place
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