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Cryptography: Information confidentiality, integrity, authenticity,
person identification.

Messagem<p

Asymmetric Signing - Verification Asymmetric Encryption - Decryption
Sign(PrKa, m) =G =(r, s) c=Enc(Puka, m)
V=Ver(PuKa, m, G), Ve{True, False} = {1,0}  M=Dec(PrKa, c)
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RSA Cryptosystem:
Euler totient function ¢(n): defines number of numbers z less than n that gcd(z,n)=1.

d(n) = ="y.
If n=p*q where p,g-primes then ¢(n) = ¢ = (p-1)*(g-1) = fy.
Let n=3*5=15 --> ¢(n) = ¢ = (3-1)*(5-1) = 2*4 =8 = fy.

/
&74; ‘—;4112/ ;, - ’/[L/} > Mﬁ@{/[g; JM:A/927 B’ ooty m“i}q7€M9dW

>>gcd(1,15) =1
>>gcd(2,15) =1
>>gcd(3,15) =7

Euler theorem. If gcd(z,n)=1 then
z*=1modn
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—%apm%ﬁf 70 By Theotems eXppents are comwiputed mod &,

S a6 125
Multlpllcatlon 1 15 A
Tab. 715 — — 2
* 1 2 3 4 6 7 8 9710 11 12 13 14\“6D
1 1 2 3 4 6 7 8 A 10 11 12 13 14
2 2 4 6 8 10 12 14 (13 5 9 11 13
3 3 6 912 0 3 6 9 12 0 6 9 12
4 4 8 12 5 9 13 2 6 10 14 3 7 11
5 5 10 0 10 0 5 10 0 10 0 5 10
6 6 12 3 0 6 12 3 9 6 12 3 9
7 7 14 13 5 12 4 11 3 10 2 9 1 8
8 8 1 2 10 3 11 4 12 5 13 6 14 7
9 9 3 12 6 9 312 6 0 3 12 6
10 10 5 0 10 010 5 0 10 010 5
11 11 7 3 14 10 6 2 13 9 5 12 8 4
12 12 9 6 012 9 6 3 012 9 6 3
13 13 11 5 3 1 14 12 10 8 6 4 2
14 14 13 12 11 10 9 8 7 6 5 4 3 2 1
Exp. 2%= 256 nod1s =
;Zl; = (25S+1)mod 1S =
N0 1 2 3 a4 s 6 7 8 91011 12 13 14 2SS wadlS+ o is=1
11 1 1 1 1 1 1 1 1 1 1 1 1 1 1 v 5
2 1 2 4 8 1 2 4 8 1)2 4 8 1 2 4m’”0‘/4{
3 1 3 912 6 3 912 6 3 9 12 6 3 9 WC%“)*B?E/—”*’ s
4 1 4 1 4 1 4 1 4.1 4 1 1 4 1%561(9,6") {4 *=1 madlts
5 1 510 5 10 5 10 5 10 5 10 10 5 10
6 1 6 6 6 6 6 6 6 6 6 6 6 6 6 gcd(z,n)=1
7 1 7 413 1 7 413 1 7 4 13 1 7 4
8 1 8 4 2 1 8 4 2/1 8 4 2 1 8 4 5(4?;:44’21%%8’447511%
9 1 9 6 9 6 9 6 9 6 9 6 9 6 9 6 \14?;\ =% :(ﬁag):gé(;*j)
10 1 10 10 10 10 10 10 10 10 10 10 10 10 10 10 (3 4)%04,0
11 111 1 11 1 11 1 11 1 11 1 11 1 11 1
12 112 9 3 6 12 9 6 12 9 3 6 12 9
13 1 13 4 7 1 13 4 113 4 7 1 13 4
14 1 14 1 14 1 14 1 14 1 14 1 14 1 14 1
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: ' 2 Lice: we WDl whe 2X bits awntim,
LA Kvg 04%’?@%1%’019/].’ 2093 bits arithmietics; ,

. | = qp2Y bits Lp [ =402Y bis
7 b 0 are enthdlecd 2T st [{@ AR
i :QMZA %:ZK?(ZP @m: peq s wmwam’@ ;b(n)—(P—D (91

3. Rawdowr Reh exponent € ! ged (e,@é:( ‘s computed,
Ac[ﬁkoléwg to RSA ctanded e =2""+1 . >> e=216+1

e = 65537

Y, The mvzse Lewmenl fo & mﬁﬁ/¢ Ls wm/r//{f&/ : >> isprime(e)
o= & mwdd =5 o e mod § = 1. e

5. Brlk=d; Puk=(p,e).

We wie [M = 28 b.12 [F\ p— \Q;\ - Jubitz

Key Generation

>> p=genprime(14)
p = 11491

>> gq=genprime(14)
q = 14087
>>n=p*q
n=161873717
>>e=2716+1

e = 65537

>> fy=(p-1)*(q-1)
fy = 161848140

>> d=mulinv(e,fy)
d =34529513

>> mod(e*d,fy)
ans=1

RSA textbook encryption

204Y%
w1l — message w £ n o2 5 lml< 2048 bids
m mpd N = W // |
jS : . Pak ﬁ ; Pml%:(m’e); T%KA:Q/,

>>mm=mod_exp(c,d,n)

_ e |
c :J;nC(PMKA )Vh>:m wwd p Dgc(PrKA, c)=m = mm = 111222333

>> m=int64(111222333)—zc———’——*>
m =111222333

>> c=mod_exp(m,e,n)
c=51722206

= Vﬂima’/{lﬂ = med i =
RsA +eswtbork @Mﬂyf‘ﬁﬂ% e ol odonrised — iz npz“/,{»oMﬁgﬁz.

RSA textbook signature

~ - AN
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RSA textbook signature
‘7% : PM[,(A: C[/)} €>; PrKA: d,
wm o< =P m Waﬁ/ﬂ = w

-~ mesSage :
6= Sign (/WM m)= G R: Ak=lye)
= m? wod V%“(PMVA]G/ﬂ’V}):{?%{éé:o
>> sj = & .
sigiirzaﬂn;gsa;;g(m’d'n) 6 J Z}/)ﬂﬁ/m - >> v:ar=mod_eXp(Sigma,e,n)
_ Q/V)) ,/;/;,9(7/10 _ ver=111222333
_ mde mm’dfm%/n _
= MZM%M = mlc
7 /
Qs textbook sigratuee is 2 ¥ e e Zkz wed
. I 2.
cignatwee with 1 )
d é{ d wrr&s/»owoézmg 4o
Pl = (0 y€) = True

Vm&éSagZ, rewuéfkj.

RSA AKAP

?rKA—_‘O[A; PMKAf@A59A>» Pr(@:dg} P”MB:<W8789>0

ARAP wsing REA sgnatirs
Pulis = (Ng>€)5P Ky,

Pully=(Ne 525 Friks=da .
e o cand (Z7) & o
A..._ . : A vy rA ¥ e i (Z:P;.)

p AT . S -5Bﬂm

B¢ g.'l maod p= ?'SA
?fg Ur... 16\53 e . i 1’:3 :g,irlf}wﬂd P
» :(-&BJ' wied b = by :(%A)V wiod p =
:(g"'):" med = g”‘“mm’f? :—‘[fgfj e g’vm&ﬂ'r s
I-r/',’-n — L{ = fﬁ%;-,

VAR
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@éifm(olm ta) = 0n OVQr(%\(M@,fA)e(mo}’

r_ e . da &
63 = (£2)" wod 1 4 =(02) Pmod .= ()" Crad v
1
2> VZ#" (Pwkg,ggjﬁg) 60{410} :’é‘A Mﬂd V)E:: fA
tg = (Ge ) mod g = 24 2) sign( e, s ) = 64
3 b = 2p) wood p 3) Kep = (@\)VWWIF
kAB — (,( — L(BA
=BPD [l O 8
Aklasis Paragas — Blind Signature %ﬂmm ‘ mmoey S%W
) /\ 2 - con
e BN Y [ o
Alice A

Bank

|
100 Lt @
1
|
\/ \/ Bn}ﬂ-: >>e=2716+1
ven vl . J e =65537
>> isprime(e)

1% Friprografive ¢ sktemes| E piizai
ans=1

100Lt o

M Yy

RsA &r7/7f/ﬂ€757ﬁem
Bop g = 5%/%&44@

%,
n=p g if e= 2«4 - d is privne
b=(p-1)(g-2) Puk=(n,e) N AL
e = 2%t ed =1 wodf 2) g (2, ) = 4 sivee
d =" modd :pprkzd e s privie

>> d = mutinv (e, ly) % £y =4

Siuce viembers € and d e prdéﬂkd i1 é,r/yﬂWf, Then
exponent vabut s comipeded pwd ¢ according 1o
Eutitr theotrem,

1} gcd(z,r)):i = Z¢Mﬂﬂ/V7 =4
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AW&/ copuiations, /sw.%m’wzgg/ in Tle @&/ﬂw?‘m conypriled

od § A o O ‘
modd Ze'“/mpﬂ///):Zé Wmac/ﬂzzm”ﬁlnfz
vz
ice
R3A a'gnwfwzé crealion = M 6
On message M encoded %51 aecimial Number m < 0. T
sigu (Fric=cl, m) = 6 = m prwd p.
RsA signatwee Vesization : S0h
Vgr(PuK:(e}n))G):6’em0dﬂ:m. o
41 ]
C&l‘l’é&fﬂééS . aémﬁdm — (md)e/Wﬂd/): ”@ﬁdm — public key
= m med n Fmz n
ﬁ; PFK:Q/A B; Pﬁk—:d‘)
PMK:: O e) e (W;é) Fulk = C’/))@),
Masking

f1: m=00; % mashing vatue 1 .
@4— rawoli/' 1<t<hn: gvéﬂ/(ﬁ[ﬂ):;(:biff N .

/

GE
m = m. t mod n "

B 5N I SLQV)(@H(:O]) ') = 6"
VZ#(PMK-(/?;@),G—,M)—W) Glz(mlempﬂ/hf
:(m.'tg d//ﬂﬁdl/?:
A = m R o =
L G=mtetmedo _ it pod

UnMasking
Fl i vnmasles signed o’

"o VM — L
(&) 2 mod 1 = (")) oo = (m")ELE g, -

e VV)/ Wﬁﬂ/m: W/?/ jWM = V@é/ﬁ/ — True
p'éwp/éﬂ

\7%: wom 15 4o Wwﬂ/a vallol mjﬂafﬂ% o B orr mm=70 :
6= m med n

D srvtra e f/,/mMﬂﬂél/é\

in? vod = A Lrows &'
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A extra e (unmasits) vn? wad = 6 Yrons 6
6t~ o 1 if ged (6, 17)= £ — 3N Tt 1y it
&'t mod 1) = P ¥ pod v = eed n = 6

But m@med n — 5 a2 B's %Ww/zé ot The ap?unl arvipen?
0% money w = 700,

6 = v wed n. Pulk=(n,e) T2’
Vi (M,G’} (m, 6) OF Vel o ic 1272 ¢rznalute
tv the V@Mdﬂl‘ on The. Wa/zé autrorLess
ca =100 15 w‘ma

Ver (PMK:(V))Q)) 6 m)z True

6 mod n :(mﬁ/)em%/m — e ”’%gﬁ’n:m mad n = m
;{VVIZH

E-coin properties.
1.Anonimity.

2.Untraceability.
3.Double-spending prevention.
4.Divisibility.
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